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UBERGLOBAL WHITE PAPER: GOVERNMENT COMMUNITY CLOUD 

Background 

In February 2011 UberGlobal (Uber) initiated a proof of concept (POC) with the goal of defining a 
commercial approach to the establishment of a Federal Government Community Cloud 
environment. This initiative has been driven by the demand of public sector customers looking to 
take advantage of the convergence of enterprise software and hosted infrastructure under a 
managed services model. 
 
UberGlobal has provided hosted services to customers throughout Australia since 2001. Situated 
in the National Capital, Uber has grown a broad base of public sector customers and hosts a 
variety of high profile Government websites. One of Uber’s existing Australian Government 
Agency customer’s agreed to participate in the POC. 
 
The POC and this resulting whitepaper are neither co-authored nor endorsed by the Australian 
Federal Government. References to Government are for the purpose of identifying the intended 
community of users for the cloud services capability described herein. 

 
 

Perspective 

From a combined technical and 
historical perspective Uber classifies 
hosted services in three categories: 
server, client and Internet.  
 
Historically, customers have hosted 
services with Uber under the Internet 
classification. That is, they have required 
website hosting and email 
communication services. Within that 
hosting environment customers have 
also established web applications and 
software services for the benefit of their 
own end users. In such case they have 
managed their own distribution of those 
services to the end user groups.   
 
Uber views the now established and thriving population of Internet sites, web applications and 
B2B/B2C services within its platform as a diverse ecology of service transactions. Further, that 
the population of organisation’s services within this ecology intersect within the virtual perimeter 
of the Internet services provided via web hosting platforms. This ecology of service transactions is 
depicted in Figure 1. 

Figure 1: Internet Services Ecology 
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Again from a historical perspective, an 
organisation’s IT systems have traditionally 
been located on-premise. In this situation 
server hardware and software has provided 
group level and high workload services while 
client hardware and software has provided 
the tools and workloads required for end 
users. Over years, these server and client 
services have evolved into diverse IT 
systems which are largely unique to each 
organisation. From the broad ecological 
perspective described above, they can be 

viewed as the biological functions which 
sustain an organisation’s basic operational 
needs. The hard-line perimeter which defines 
such biological services is depicted in Figure 2. 
 
Cloud services are now maturing rapidly and a wide range of software providers have enabled 
services for multitenant, large scale deployments. Microsoft provides options under its Services 
Provider License Agreement (SPLA) program and Parallels, a leading provider of automation 
software, is regularly receiving new cloud automation capability from an open community of 
developers engaged around the Application Packaging Standard (APS, see APSstandard.org).  
 
Ongoing and regular improvements in the 
quality and quantity of cloud services have 
allowed for an increasing demand for these 
services. Organisations are now finding more 
ways to break through the physical perimeter 
of on-premise IT and receive improved, or at 
least lower cost, services from within 
managed cloud environments. 
As organisations shift server and client 
services further toward the realm of hosted 
Internet services their IT needs begin to be 
more accurately described as being satisfied 
by cloud services, as shown in Figure 3.  
 

 

  

Figure 2: Server and Client Services Biology 
 

Figure 3: Cloud Services Ecology 
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Definition and Scope 

Uber has sought to define an approach to Government Community Cloud that would be suitable 
for the Australian Federal Government IN CONFIDENCE and PROTECTED security 
classifications. A prerequisite for such environments is a secure Internet gateway (SIG) that has 
been appropriately certified by the Defence Signals Directorate (DSD). Uber has such protected 
environments in both its Sydney and Canberra datacenters. The Government Community is 
therefore defined as those customers whose hosted infrastructure is situated behind Uber’s DSD 
certified SIGs. 
 
The cloud service models to be provided within the Government Community include Cloud 
Software as a Service (SaaS) and Cloud Infrastructure as a Service (IaaS). Uber references our 
definitions of IaaS and SaaS against the NIST Definition of Cloud Computing (SP 800-145) 
published by the U.S. Department of Commerce. 
 
The scope of the POC was to firstly outline both the biological and ecological needs of a 
Government Agency. Secondly, the scope included the technical deployment of Microsoft System 
Center over a Hyper-V virtual environment to demonstrate and test operational characteristics of 
a Government Community Cloud environment proving IaaS and SaaS. 
 
Addition 1:  

Since engaging with an Australian Government agency to undertake the POC, arrangements 
have moved forward to provide commercial services into the agency within two separated secure 
cloud environments at the IN-CONFIDENCE and PROTECTED levels. Approximately 120 
servers are commissioned within the IN-CONFIDENCE cloud and 40 within the  
PROTECTED cloud. 
 
Addition 2:  

UberGlobal’s Government Community Cloud Environments will be used to help document 
reference architecture for Hyper-V deployments under the worldwide Health Community Cloud 
Automation (HCCA) relationship between Microsoft and Parallels. The HCCA relationship was 
announced in the keynote address on July 11 at the Microsoft Worldwide Partner Conference and 
represents a two year investment in the development of cloud services aimed at public sector 
Health agencies. 
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UberGlobal’s Government Community Cloud Environments 

Cloud Services 

Uber undertakes ongoing development of commercial cloud services that include IaaS and SaaS 
targeted at small to medium businesses.  Specifically, Uber’s imminent product release includes: 
 

• Shared Managed Exchange 2010 with options for Blackberry synchronisation. 

• SharePoint 2010 as part of a Shared Managed Exchange bundle. 

• Hyper-V based Infrastructure-as-a-Service virtual servers. 

• Virtuozzo based Windows and Linux Virtual Private Servers. 

• VMware based Virtual Dedicated Servers (VDS). 

• Linux and Windows shared platform web hosting. 

• Cloud backup for workstations and laptops. 

• Managed instances of open source applications, such as Drupal, Moodle and 
WordPress. 

Over the next few release points Uber will  add the remainder of the Microsoft Business 
Productivity Online Services Standard Suite (BPOS), including Microsoft Lync and Dynamics 
CRM.  These products will generally be billed per month per seat or instance, with the ability to 
add or remove products at any time. 
 
Additionally, Uber will be able to ‘white label’ these products such that a partner will be able to 
resell these products under their own branding and their own pricing structure and maintain a 
direct billing and contractual relationship with their own customers. 
 
Currently, the Community Cloud environments established via the POC are providing Hyper-V 
based virtual servers under an enterprise management agreement with full change control 
processes in place. These environments are expanding through the presentation of infrastructure 
that supports multitenant services, driven by the technology investment and expertise developed 
from Uber’s Public Cloud environment. 
 
The HCCA announcement from Microsoft and Parallels will accelerate the expansion of a 
complete cloud services environment within both of Uber’s Government Community Cloud 
environments, inclusive of the billing, automation and multi-tier white label reseller capability of 
Parallels Automation. 
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Technology 

To provide the current range of cloud services Uber has deployed the Parallels Automation 
product.  The product consists of three main elements: 

• Parallels Business Automation, which controls the commercial terms and conditions 
associated with products, and provides an online store for purchasing, a control panel 
for product administration, and ticketing system for service support – the Business 
Support System (BSS) in telco parlance. 

• Parallels Operations Automation, which controls provisioning and service support 
through connectivity to Uber’s cloud server farm – the Operational Support System 
(OSS) in telco parlance. 

• Uber’s cloud server farm, which provides services to end users and consists of 
deployments of: 

o Multi-tenanted Microsoft BPOS managed through common Active Directory; 
and 

o Other servers that provide both Microsoft and Open Source servers. 

The technical architecture is shown at high level in Figure 4. 
 
The Parallels Automation product is mature (currently at major revision 5) and used by many of 
the major international cloud service providers. Uber is Parallel’s largest Australian customer and 
is deploying one of the largest installations to date anywhere in the world.  

 
 
In understanding the customer’s experience it is important to note that the solution differentiates 
between Account Owners and Service Users.  In Uber’s commercial offering, tailored to small to 
medium businesses, Uber assumes each customer will have a single Account Owner who 

Figure 4: Technical Architecture 
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administers the customer’s services, approves purchases or changes to the service, and logs 
support tickets.  The customer will then have at least one and likely many Service Users,  
who gain access to the services purchased by the Account Owner.  The system allows the 
Account Owner to provide different mixes of service to each Service User.  For example Acme 
Pty Ltd has a single Account with multiple Exchange mailboxes; the Account Owner gives access 
to his/her Service Users to the mailboxes and sets their usage limits to the levels they need to do 
their jobs. 
 
Reseller Functionality 

Parallels Automation supports the concept of Resellers.  Resellers are intermediaries who 
purchase products from Uber at a wholesale price and then resell to their own customers (or 
indeed to another layer of Reseller).  Typically Resellers add their own value, be it support, 
bundling with other services, or payment terms.  Resellers can establish their own branding such 
that the Uber brand is totally replaced by the Reseller’s own brand as far as end customers are 
concerned.  Invoices issued to customers carry the Reseller’s own brand and are set at the 
Reseller’s own pricing, and the Reseller is billed by Uber at the wholesale price based on the 
number of services consumed by end customers.  The difference between Uber’s wholesale price 
and Reseller’s sell price is the Reseller’s margin.  This model is shown in Figure 5. 

 
 

  

Figure 5: Reseller Model 
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Migration to the Cloud 

Moving an existing organisation into the cloud is not trivial.  The key challenge is the 
management of identity and all the services that flow from it.  For most organisations this will 
mean managing Microsoft’s Active Directory service.  This challenge manifests itself at both the 
SaaS level and at the IaaS level.  Organisations are generally considering a phased migration to 
the cloud, with the adoption of a SaaS offering being the first phase.  Typically this is either the 
migration of an existing service to SaaS or the establishment of a new cloud service with specific 
usernames and passwords established in the new system.  As the migration to the cloud picks up 
pace users begin to require multiple logins to access different systems, and lose the seamless 
integration that Active Directory enabled services previously provided.  While there are only one 
or two services in the cloud this is tolerable, but as the services infrastructure becomes more and 
more fragmented the management problems become more complex. Without planning 
organisations can quickly find themselves in a situation where individual users may be required to 
maintain many different cloud and internal ‘identities’ (user names, passwords, and internal 
application roles), each with different rules about username and password character complexity, 
ageing, reuse, and degrees of permission. 
 
The problem of identity management also manifests itself at the level of IaaS.  SaaS incorporates 
identity management as an intrinsic service: for a software service to be provided to an individual 
the SaaS application needs to be aware of an individual’s identity and privileges.  Where an 
organisation builds applications on IaaS the assumption is that the identity management service 
is provided externally.  For instance, in a Microsoft implementation an application that is accessed 
by many different individuals will typically deploy either a standalone Active Directory instance or 
draw authentication and access control services from existing Active Directory structures.  If the 
organisation has ‘outsourced’ portions of its identity management to SaaS offerings, then it has 
no choice but to establish yet another island of identity management to support the application 
built within the IaaS environment.  And while Microsoft has been used in this example, the 
principle applies equally to Radius, LDAP and TACACS based authentication. 
 
The solution deployed by Uber accommodates these issues by allowing ‘horizontal’ scaling.  The 
Uber Business System can accommodate a number of different Active Directory and BPOS 
instances allocated to different customer types or entirely different customers.  Using Microsoft 
Customer Directory Integration (CDI) it is possible to synchronise different instances of AD and 
BPOS to the different customer’s existing Active Directory structures.  A single Active Directory 
structure can then be used to authenticate customer SaaS applications and provide a source of 
identity management services for applications built in our IaaS environments while continuing to 
provide AAA services to any infrastructure that remains on customer premises and out of the 
cloud.  Business processes such as metering, ordering and invoicing are still controlled by the 
Uber Business System, but the actual implementation of the services is provided on separate 
hardware with dedicated Active Directory services.  This also eases a number of other practical 
migration issues, such as moving email libraries, contacts, calendars and other data from internal 
to cloud services. 
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Applicability to Australian Government 

The Australian Government Information Management Office’s (AGIMO) Whole-of-Government 
procurement contracts, arrangements and initiatives envision the appointment of lead agencies 
that coordinate the efficient and effective delivery of services to meet their own requirements and 
the requirements of subordinate agencies.  Advantages of this model include: the creation of 
economies of scale by amalgamating smaller agencies and reducing duplication; improving 
effectiveness by facilitating the delivery of new and innovative services more quickly; and 
improving financial accountability and control. 
 
While the Uber solution is geared towards the commercial SME market the technology itself is 
ideally suited to support AGIMO’s Whole-of-Government initiative.  Deploying the technology in 
an appropriately secure environment enables a lead agency to quickly and easily meet the 
Whole-of-Government goals: 
 

• Reducing Administrative Burden.  The majority of government employees make use 
of the standard Microsoft BPOS suite when collaborating.  Exchange is the standard 
email technology; SharePoint has a large and growing installation base.  Many 
bespoke applications are built on Microsoft platforms, which can be purchased as a 
true elastic cloud service through Parallels Automation.  Additionally, the opportunities 
provided by Lync and Dynamics CRM are probably not considered by many 
government entities because of the cost and effort to deploy and support them.  A 
Government Community Cloud, providing BPOS Suite and elastic cloud services would 
reduce a significant amount of duplication between smaller government entities while 
still allowing a degree of customisation. 

• Reduced Cost.  Uber’s pricing is structured around a price per-seat per-month, 
resource usage, or licence fee-per-use.  Agencies can have the flexibility to scale up or 
down as demands require, and will not be required to buy or maintain excess capacity. 

• Increased Agility.  New services can be provisioned within a matter of minutes, or 
indeed retired equally as quickly.  Additionally, agencies can have the ability to 
experiment with new technologies, such as open source or IaaS based services 
without the requirement to deploy and support costly and time consuming 
infrastructure. 

• Improved Security. Establishing and maintaining a robust security baseline is non-
trivial. Centralised security maintained by a large, trained team, which is subject to 
regular audit against government standards and has cost amortised at a monthly, per 
service rate provide significant benefits for many government users. 

• Cost Recovery.  Although designed under a commercial market model the Parallels 
Automation Reseller functionally allows for transparent cost recovery between or within 
agencies.  A lead agency can establish itself as a top tier Reseller and provide service 
either directly to individual users, to branches within the agency, or to subordinate 
agencies that were themselves established as lower tier Resellers.  While there would 
be no ‘profit’ as such for each Reseller in this hierarchy, each level can get detailed 
visibility into the resource usage and cost of the services delivered to subordinate 
entities and to end users. 

Additionally, the use of CDI and a separate instance of Active Directory and BPOS can allow a 
lead agency to achieve the benefits of cloud services while maintaining a unified identity 
management schema between its internal and cloud based applications. 
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Deployment of Government Community Cloud 

Uber is already providing web based services from within a DSD certified hosting environment to 
a number of Government customers, and is now commissioned to provide 160 servers to the 
Government Agency that has participated in the Government Community Cloud proof of concept.  
 
Uber will soon launch its commercial public cloud environment, with a mix of IaaS and SaaS 
products that will grow to include the full Microsoft BPOS Suite and Hyper-V based virtualisation 
services. While this offering is initially aimed at the small to medium enterprise (SME) market 
there are a number of attributes that Uber believe would be of great interest to Government, 
including its per-seat and per-resource pricing model, the agility enabled by such a solution, and 
the ability to provide transparent cost recovery throughout the layers of Government.   
 
Uber recognises that the maintenance of a coherent identity management infrastructure across 
both internal and cloud based services will be essential to maintain organisational effectiveness 
whilst enjoying the efficiency savings of cloud services, and has engineered an infrastructure 
solution accordingly.   
 
Uber’s platform is now being used to help document reference architecture for Hyper-V 
deployments under the worldwide HCCA relationship between Microsoft and Parallels. As this 
relationship matures, and as Uber succeeds in bringing additional Government Agencies into its 
Government Community Cloud environments, both Parallels Automation and Microsoft solutions 
will play an important role in meeting the demands of our Government customers. 
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